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What we do NATS
Operation of Control Centres A leading member of initiatives
to manage UK airspace and alliances

. . . X" ’ UK - Ireland
Provide air traffic control SESAR .. -FAB
services at airport towers g orth oGty

@ Provide aviation services to 86 Dorealrs

Airlines, ANSPs, Governments and Alliance prEranes
the Military in over 30 countries

NATS Unmarked



Management of UK Airspace

In UK airspace we handle

2.52 million
flights. 2.7% more
than 2017

@

Over 250 million
passengers

©

Watch our
Value of UK
Airspace video

NATS
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https://vimeo.com/249530391
https://vimeo.com/249530391
https://vimeo.com/249530391
https://vimeo.com/249530391

The threat landscape grows more sophisticated... INATS

The capabilities and sophistication of threats to enterprise networks has seen exponential growth in the past
24 months since the success of Wannacry and NotPetya.

In addition organisations are seeing an increased determination from highly capable threat actors that
increases an organisation’s risk profile. These threats have manifested in the aviation industry ...

Untargeted Casual Casual User Error Skilled Determined Determined Nation
Commodity External Insider e.g. dataloss Insider External Internal State
Threats Adversary event Adversary Adversary

e.g. spam, generic
malware
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As an Air Traffic Management operator, we depend NATS
on interconnectedness

Data In & Data Out

—)@%—)

Flight information/plans Voice
Surveillance data Decision Support » Analogue, Voice-over-IP
» radar, satellite, ADS-B/C Data

We share or collaborate over data in order to provide enhanced or optimised services
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There are, therefore, themes that will enhance

digital trust

Data In

—————

Management of service providers
Integrity of crowd-sourced data
Secure protocols
Integration/ingestion points
Security attributes — privacy, etc.

NATS

DS
N Data Out

 Secure protocols

o/  Integration/delivery points
« Security attributes — privacy, etc.

Consequences of integration

Integrity of Artificial Intelligence and Machine
Learning approaches

Developing mental models for controllers, pilots, etc.

€—— End-to-end trust —m—m—m—>
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Developing Principles of Digital Trust NATS

Analysis of the interconnectedness of the aviation sector:
» Enables understanding of the current trust model|
 |dentifies vulnerabilities that need to be managed

 |dentifies threats and risks from the emergent nature of the trust
mode

* Enables management of the trust model to address current and
future threats and risks

 |dentifies management techniques to be applied
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Thank you
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